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The 2010s saw a shift in the cybersecurity industry, as well as much of the rest of
the IT landscape, from on-premise to cloud. This progression was occasioned by
innovations in various technologies and in the ways the industry had adapted to
a great many changes in the landscape. Unfortunately, it was also mirrored by the
evolution of cyberthreats, which had gone a long way from basic and intermittent
to complex and persistent. A testament to this was the high-profile threats that
made their marks in the security landscape of the last year of the decade, which
were notably diverse in terms of the entities and platforms they affected.

Ransomware operators zeroed in on government organizations, and deployed
attacks that exhibited technical efficiency and were laced with next-level
intimidation tactics. A popular office suite became even more favored among
phishers, and cyberespionage campaigns showed an increasing inclination toward
compromising mobile devices.

Vulnerabilities continued to set the alarm bells ringing, most blaringly with the
disclosure of a “wormable” flaw in a widely used software protocol. In addition,
the internet of things (loT) remained fertile ground for botnets that exploited old
and known weaknesses.

Supply chain attacks were in the spotlight thanks mainly to a notorious
consortium of hacking groups that targeted e-commerce websites. Threats to
software development tools and platforms, particularly those associated with
the collaborative approach known as DevOps, became more prominent. And
detection-evading “fileless” threats ironically made their presence more felt in the
cases of different systems and platforms hit by malware that incorporated them.

Already, enterprises are faced with the challenging tasks of integrating and
maintaining cloud, loT, mobile, and other technologies into their infrastructures.
But there is another task that enterprises would do well not to give short shrift to —
that of securing their infrastructures at all layers, especially since the landscape is
becoming increasingly riddled with complex and persistent threats that could have
an impact on their operations, reputations, and bottom lines.

Our latest annual security roundup takes a deep dive into the most important
issues that shaped the threat landscape of 2019, thereby providing enterprises with
insights into the best practices and strategies for protecting their infrastructures
from current and emerging threats.




Ransomware homes in on
particular targets

Targeted ransomware plagues
government sector

In 2019, ransomware operators’ shift to a more targeted approach allowed them to orchestrate attacks
where organizations’ critical assets, systems, and services were sought after and compromised to
bountiful effect.! This shift in strategy involved novel attack techniques that enabled them to perform
actions such as swiftly moving laterally into the network and deploying as many pieces of malware as
possible. One of the more notable techniques operators used in the past year involved compromising
rarely targeted resources, such as domain controllers and active directories, in order to cause bigger

disruptions and subsequently force affected organizations to give in to their demands.?

The effectiveness of the overall shift in strategy was tested and proved in ransomware attacks on
the government sector, which became something of a global phenomenon in 2019.% This trend was
particularly prominent in the U.S., where a number of high-profile ransomware attacks on government

entities occurred.

In April, the U.S. Virgin Islands Police Department was hit by a ransomware attack that encrypted internal
affairs records and citizen complaints.* In August, the city of Lodi, California, suffered from an attack that

compromised its financial systems and critical phone lines.?

An incident involving the city of Pensacola, Florida, shone a light on a tactic not historically seen in
previous ransomware cases. After compromising the city’s email and phone services, the group behind
the attack, known as Maze, deliberately released 2 GB of the 32 GB of stolen files to prove that it had in
fact gotten ahold of the city’s data besides encrypting the network. Maze had already leaked stolen data
after its other victim organizations missed ransom payment deadlines. In the case of Pensacola, however,
the group maintained that it made the move not to pressure city officials into paying the US$1 million
ransom it had been asking, but merely to counter the media’s claim that it had been stealing data of just

a few files.®
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The success of Maze’s attack could be attributed to the capability of the deployed ransomware, also
called Maze, to automatically copy all affected files to servers controlled by its operators. This capability
results in an additional burden to victim entities: Not only would they have to deal with data encryption,
but they would also have to reckon with the aftermath of a data breach. Security experts have remarked
on the effect this could have on the implementation of incident response in organizations, seeing as the IT
department would now have to coordinate with legal and other departments to plan additional recovery

steps.”

Another important development seen in 2019 was the formation of alliances between ransomware groups,
including at least two that targeted U.S. government organizations, and “access-as-a-service” providers,
or entities that rent out or sell access to different company networks. The latter, which rely on network
intrusion experts, price their services from US$3,000 to US$20,000, with their most expensive “package”
including full access to a company’s administrative panel, server hosts, and virtual private networks
(VPNs).®

The operators behind Ryuk, who launched a ransomware attack on the Office of Technology Services of
Louisiana in November,® were believed to have been working with access-as-a-service providers. They
reportedly had been renting access-as-a-service malware such as Trickbot to gain unauthorized entry
into systems of organizations whose networks had been infected with the malware.™ Another group that
is infamous for working with access-as-a-service providers is the one behind the Sodinokibi ransomware,
aka Sodin or REvil. In August, the operators of Sodinokibi launched coordinated attacks on 22 local
government units in Texas, demanding a combined US$2.5 million ransom. The ransomware was
said to have been deployed through compromised third-party software that was shared by the victim

municipalities.™

At least 110 state and municipal governments and agencies in the U.S. fell victim to ransomware attacks
in 2019. Despite the unprecedented spate of attacks on government entities,'? however, the healthcare
sector remained the top ransomware target in the U.S., with more than 700 healthcare providers affected
by ransomware in the past year. The U.S. education sector was not far behind the government sector,
with over 80 universities, colleges, and school districts hit.'* Ransomware operators target the healthcare,
government, and education sectors because the damage they could exact extends beyond the victim
organizations. Concerned individuals would also be affected since these sectors provide services that are
essential to them. These sectors cannot afford to have their services taken offline or otherwise disrupted

because of the far-reaching consequences.

5| 2019 Annual Security Roundup: The Sprawling Reach of Complex Threats



Insurance coverage gains more
prominent role in ransomware payouts

It could be surmised that ransomware operators increasingly targeted the government sector in 2019
because of the willingness of many victim organizations to pay the ransom. This trend could be a
progression from previous attacks in the private sector where victim companies had shown a propensity
to pay ransomware operators; in 2017, for example, about half of victim companies in the U.S. reportedly
paid at least one ransom.™ In their desire to cut losses from the disruption of their operations, victim
organizations would rather negotiate with and subsequently pay ransomware operators than ignore their

demands.’®

In July, the government of LaPorte County, Indiana, found its systems paralyzed by ransomware whose
operators had demanded US$250,000. It agreed to pay US$132,000 instead, US$100,000 of which was
covered by its insurance provider. The county commission’s president called the move an “economic
decision,” meant to curtail the time necessary to restore operations. In the same month, the city of New
Bedford, Massachusetts, offered to pay attackers who had locked up its computers only US$400,000
instead of the US$5.3 million that they had asked for. The city mayor later revealed that while he was
initially hesitant to offer payment, it would have been remiss of him not to consider the possibility of

receiving the decryption key if the full cost of the ransom could be covered by the insurance provider.1®

Evidently, insurance providers’ coverage of a large portion of the payouts in ransomware attacks helps
expedite the recovery of encrypted data and disabled systems. But victim organizations’ increasing
reliance on it is concerning in that it encourages cybercriminals to target more entities that may have

insurance coverage.'’

No less than the FBI remained firm on its stance against paying ransom. In September, the agency’s
Cyber Section chief advised victims to refuse paying ransomware operators because doing so does not
guarantee that their data and systems will be restored. In one example he cited, a ransomware victim
paid the operators in hopes of receiving a decryption key, but the key that was provided erased all of the

victim’s data.’®
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Notable ones emerge among relatively
few new ransomware families

There was an uptick in our detections of ransomware-related threats (files, emails, and URLs) in 2019.
The slight increase could be reflective not only of our proactive blocking of ransomware-related activities
at the email and URL layers, but also of an overall improvement in security mechanisms that blocked

ransomware past its download stage.

80M

61,132,338

55,470,005

50M

Figure 1. Ransomware-related threat components (files, emails, URLSs) slightly increased:

Year-on-year comparison of the number of detections of ransomware-related threats

Source: Trend Micro™ Smart Protection Network™ infrastructure

The number of new ransomware families continued to decline from year to year, with just under a hundred
detected in 2019 — fewer than half of the corresponding count in 2018. This could mean that threat actors

had found a firmer footing in selective targeting than in creating new forms of ransomware.
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Figure 2. New ransomware families declined:
Year-on-year comparison of the number of detections of new ransomware families

Sources: Trend Micro Smart Protection Network infrastructure and analysis of externally sourced data
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Nevertheless, threat actors were able to spawn new ransomware families that can be considered
impactful and notable in their technical capabilities. One of these was the Snatch ransomware, which
was first spotted in October and had been used in attacks on organizations in the U.S., Canada, and
several countries in Europe.' Snatch can force Windows machines to reboot into safe mode in order to
bypass security software and encrypt files without being detected. This capability was crafted to take

advantage of some security software that does not run in safe mode, which is meant for recovering a

corrupt operating system and debugging.?

Ransomware How it can arrive and How it Notable
family attack vectors used can propagate characteristic

Maze*! Malicious spam, fake Compromised software, Exfiltrates files before
cryptocurrency websites, compromised frameworks (e.g., | encrypting machines and
exploit kits PowerShell), other malware network shares

variants

Snatch? Exposed remote desktop Compromised remote desktop Reboots infected machines

ports services, domain controllers, into safe mode to evade

compromised legitimate tools detection
(e.g., PsExec)

Zeppelin?® Compromised remote Compromised frameworks Wraps its executables in
desktop control tools, (e.g., PowerShell) three layers of obfuscation
malvertisements,
compromised websites

LockerGoga®* | Compromised credentials, System administration and Modifies passwords of
compromised active possibly penetration testing infected systems’ user
directories® and other hacking tools, valid accounts, prevents infected

certificates to evade detection systems from being
and get into systems rebooted

Clop Compromised active Compromised remote desktop Uses executables with a

(CryptoMix)z® directories? services valid digital signature for

distribution

Table 1. Notable new ransomware families used varying and technically efficient methods:
Comparison of the routines of notable ransomware families that emerged in 2019

Another new ransomware family of note was Zeppelin, which was first seen with compilation timestamps
of no earlier than November and observed infecting companies in the U.S. and Europe. Samples of
Zeppelin showed that it is highly configurable and can be deployed as a .dll or .exe file, or wrapped in
a PowerShell loader. Aside from encrypting files, it is capable of terminating various processes. And its
ransom notes have different versions, varying from generic messages to longer ones customized to its

target organizations.?®

Another new family that stood out was the aforementioned Maze ransomware, which can automatically
copy all affected files to operator-controlled servers. The eponymous group behind Maze also used fake
cryptocurrency sites, malicious spam campaigns, and even exploit kits to breach a network.?® Maze’s
successful breach of its targets’ networks has earned its operators a reputation for releasing stolen data

if their victims decline or fail to meet their monetary demands.
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Messaging threats remain viable
for attackers

Phishing threats to Office 365
increase twofold

Phishing was the top threat to organizations in 2019, according to our latest Cyber Risk Index study,
which surveyed more than a thousand organizations in the U.S.3° But while phishing persisted in the past
year, our detections of activities related to it dropped from the previous year. The instances of blocked
access to non-unique phishing-related URLs decreased by 28% from 2018. And the number of users
who would have been affected by phishing-related sites also declined; the instances of blocked access
to phishing URLs by unique client IP address decreased by 38% from the previous year. The growing
number of enterprise users of newer messaging platforms such as Slack as alternatives to email might

have contributed to the drop in detections.

300M

269,254,147

194,458,535

150M

Figure 3. Detected attempts to visit phishing-related sites continued to decline:
Year-on-year comparison of the number of instances of blocked access to non-unique phishing URLs
(e.g., three instances of blocked access to the same URL counted as three)

Source: Trend Micro Smart Protection Network infrastructure
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Figure 4. The number of users who would have been affected by phishing-related sites decreased:
Year-on-year comparison of the number of instances of blocked access to phishing URLs by unique client IP
address (e.g., one machine that attempted to access the same URL three times was counted as one)

Source: Trend Micro Smart Protection Network infrastructure

Despite the decrease in overall phishing activities, phishing URLs that spoofed Microsoft Office 365,

particularly Outlook, continued on an upward trend. The number of blocked unique Office 365-related
phishing URLs in 2019 doubled from the previous year.

150K

131,757

65,702
60K

Figure 5. The number of blocked unique phishing URLs that spoofed Office 365 (including Outlook) doubled:
Year-on-year comparison of the number of blocked unique Office 365-related phishing URLs

Source: Trend Micro Web Reputation Service

The widespread adoption of Office 365, which reached the 200 million monthly active users milestone in
October,® is one reason for its sustained popularity as a prime target among cybercriminals. Another is
the value of Office 365 accounts for spamming: Cybercriminals are inclined to abuse the Microsoft email

architecture, which also includes Hotmail, Live Mail, and MSN Mail, because phishing emails coming
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from Microsoft’s email services are likely whitelisted or are more difficult for security solutions to block.
In addition, a compromised Office 365 account could allow a cybercriminal to conduct internal phishing

attacks in an organization without needing to spoof an email address, making it harder to spot the attacks.

Phishing scams pull new tricks

Cybercriminals had been continually refining their techniques to improve their chances of deceiving users
of messaging tools such as email and SMS. This much was indicated by the advanced methods used by
phishers in 2019.

In April, we reported on a campaign that carried out a new credential-phishing technique® through the
abuse of SingleFile, a web extension for Google Chrome and Mozilla Firefox. Cybercriminals used the
otherwise non-malicious extension to produce identical copies of legitimate login pages that could steal

victims’ login credentials.3®

We also observed a credential-phishing technique capable of breaking two-factor authentication
mechanisms by compromising one-time passwords (OTPs). This scheme, which was observed to have
been prevalent in Japan in 2019, is directed toward online banking users. The phishing emails or SMS
messages sent by the cybercriminals behind the scheme lead users to bogus online banking login pages.
If a user logs in to a phishing page, the user’s credentials are stolen and simultaneously used by the
cybercriminals to log in to the actual online banking login page of the spoofed bank. This then prompts
the bank to verify the user’s identity through an OTP. Once the user receives the OTP and enters it into
the phishing page, the cybercriminals are able to steal it as well and use it to successfully compromise

the user’s account.?*

Cybercriminals had also managed to integrate the process of hijacking web search results for phishing.
In 2019, they used poisoned Google search results to redirect phishing victims to an attacker-controlled
page. To successfully do this, cybercriminals first funnel web traffic, which is hijacked from legitimate
websites, to websites that they have control over. These websites then become the top Google search
results for specific terms. The cybercriminals then send emails with links to the poisoned Google search
results. Victims who click on the Google links and subsequently the top results are led to an attacker-

controlled website before being redirected to a phishing website.

Another notable technique seen in phishing campaigns in the past year was the use of custom “404 Not
Found” pages. Instead of creating a single phishing website to redirect their victims to, cybercriminals
register a domain and configure a custom “404 Not Found” page that poses as a login form to potential
victims. Configuring a 404 error page allows cybercriminals to pair their domain with an infinite number of

phishing landing pages.®®
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BEC operators expand from
traditional targets

Business email compromise (BEC) — which includes CEO fraud, bogus invoice, and account compromise,
among other schemes — is a form of cybercrime that relies on social engineering to trick members of a
target organization into sending sensitive information and wiring funds to attackers.®” According to the
FBI’s Internet Crime Complaint Center (IC3), BEC had been the internet crime type with the biggest gains

for cybercriminals; in 2019 alone, BEC operators bilked organizations of nearly US$1.8 billion.®

A trend we observed in 2019 showed BEC operators expanding from their traditional enterprise victims.
Religious,® educational,*® and nonprofit*' organizations were not spared from BEC attacks. And the public

sector, particularly U.S. government entities, became frequent targets.

In June, the city of Griffin, Georgia, lost over US$800,000 to a BEC scam. BEC operators managed to
trick city officials by posing as a longtime contractor and rerouting the stolen amounts in two separate
transactions to a fraudulent bank account. One of the emails from the BEC operators requested a change
in bank account information, which the recipient complied with. To make the scam appear more authentic,

the scammers also used electronic invoices that contained information the city officials could verify.*?

A similar scheme was employed by BEC operators in October against the town of Erie, Colorado. They
inveigled town officials into wiring more than US$1 million to a fraudulent account by posing as a contractor

that they were supposed to have been working with for a local bridge project.*®

Our detections of BEC attempts, at around 13,000, registered only a 5% increase from the previous year.
But this plateauing suggests that cybercriminals still recognized the high return on investment on BEC
scams. Indeed, a single successful attempt could make for a lucrative yield, even factoring in the research

and other efforts that went behind it.

15K

13,055

12,472

12K
Figure 6. BEC attempts plateaued: Year-on-year comparison of the number of detections of BEC attempts

Note: Data refers to the number of BEC attempts seen, which does not indicate whether the attacks
were successful. BEC attempts consist of CEO fraud.

Source: Trend Micro Smart Protection Network infrastructure
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The BEC attempts that we detected came from different countries, with most of them detected in the U.S.,
Australia, and the U.K. It should be noted that these countries are business hubs where headquarters of
many multinational companies are based. Thus, while the number of attempts may be indicative of our

customer user base distribution, it makes sense for a lot of these attempts to be directed toward them.

Others

21.2%

us.
37.4%

Canada

3.3%

New Zealand

4.3%

Australia

23.6%

Figure 7. The majority of BEC attempts were detected in the U.S.:
Distribution of detections of BEC attempts by country

Note: Data refers to the number of BEC attempts seen, which does not indicate whether the

attacks were successful. BEC attempts consist of CEO fraud.

Source: Trend Micro Smart Protection Network infrastructure

Among the top five most targeted positions in BEC attempts that we detected were professor and
accountant, supporting our security prediction for 2019 that, apart from high-ranking company members,
BEC scammers would target employees several levels down the company hierarchy.* This appeared to

be the case particularly in the education sector, where a number of BEC attacks were reported in the past
year.*

Finance manager

28.9%

Director of finance

8.3%

Others

48.3%

Professor Accountant

2.8% 4.4%

Figure 8. Positions other than high-ranking ones were among the top targeted positions in BEC attempts:
Distribution of targeted positions in BEC attempts detected in 2019

Note: Data refers to a sample set of BEC attempts seen, which does not indicate whether the attacks
were successful. BEC attempts consist of CEO fraud.

Source: Trend Micro Smart Protection Network infrastructure
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In our detections, positions of high operating authority were, unsurprisingly, still the most spoofed by

scammers, with the CEO impersonated in the majority of BEC attempts.

Others

17.4%

Chairperson

1.0%

CEO

41.1%

General manager/Manager

9.4%

Managing director/Director

20.3%

Figure 9. The CEO was still the most spoofed position in BEC attempts:
Distribution of spoofed positions in BEC attempts detected in 2019

Note: Data refers to a sample set of BEC attempts seen, which does not indicate whether

the attacks were successful. BEC attempts consist of CEO fraud.

Source: Trend Micro Smart Protection Network infrastructure
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Critical vulnerabilities threaten old
and new systems alike

BlueKeep vulnerability amplifies risks
faced by legacy systems

The complexity of current and emerging threats has created a reality where a single unpatched vulnerability
can put an entire organization at great risk. One need look no further than the damage caused by the
WannaCry ransomware outbreak in 2017 due to unpatched systems: more than 230,000 computer
systems infected in 150 countries and approximately US$4 billion in financial losses.* Organizations
that use legacy systems are facing even more serious risks as computers that run on outdated operating

systems are at peril of vulnerabilities that are no longer addressed by security fixes.

Threats to legacy systems, specifically those developed by Microsoft, were amplified anew in May
when the company released a security guidance for BlueKeep (CVE-2019-0708), a vulnerability in its
Remote Desktop Protocol (RDP). BlueKeep affects Windows 7, Windows 2003, Windows Server 2008 R2,
Windows Server 2008, and Windows XP — legacy systems that a number of enterprises continue to use
in their daily operations. If successfully exploited, the vulnerability can be used for remote code execution

(RCE) attacks via the Remote Desktop Services component of Windows.*

BlueKeep was heavily covered in the media because of its potential damage to many systems, with
almost a million reportedly affected by it. It was also deemed notable for its “wormability,” akin to how
the vulnerability used by the EternalBlue exploit was used to infect systems with the WannaCry, Petya,
and Bad Rabbit ransomware.*® 4 But despite experts’ assertion of the severity of BlueKeep, more than

800,000 vulnerable systems remained unpatched two months after its disclosure.5°

In September, threat actors started using BlueKeep in attacks to download and execute obfuscated
PowerShell scripts, which installed and ensured the persistence of cryptocurrency miners. These attacks
were a far cry from the scale of the outbreak caused by the aforementioned ransomware families, since

missing in them was the self-propagating capability experts had warned about when BlueKeep first made
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headlines. In November, however, Microsoft stated that it could not discount the possibility that future

attacks abusing the RDP flaw would be more damaging.®

As early as 2018, the IC3, the FBI’s center for internet crime complaints, had warned administrators
of RDP’s susceptibility to exploits. In a public service announcement, it noted that malicious activity
concerning RDP had been increasing since mid-late 2016, citing the sale of RDP access in the cybercriminal
underground.? Sure enough, threats that abuse RDP came into prominence when Microsoft issued its
security guidance for BlueKeep in May 2019, and the disclosure of more RDP-related vulnerabilities

ensued in the succeeding months.%®

2019 MAY JUN JUL  AUG SEP  OCT  NOV  DEC
Figure 10. More vulnerabilities in RDP were disclosed in the wake of BlueKeep:
The number of disclosed RDP-related vulnerabilities from May to December 2019

Source: Microsoft

RDP is often used by out-of-office workers and IT teams outsourced by organizations for remote
computer access. The protocol provides convenience for “anywhere working” collaboration and IT
solution implementation, but it can also make for a convenient attack vector for threat actors.>* Attacks
that effectively abuse RDP allow threat actors to take over affected computers, enabling them to access,
process, and use files from drives. Worse, they can be a launching pad for further attacks that can
take over the entire network; an open and accessible connection via RDP can allow cybercriminals to

compromise devices and other resources connected to it.

Organizations are therefore advised not only to refrain from delaying patches for vulnerable systems but
also to upgrade outdated systems such as Windows 7, which accounted for about a third of the operating

system market in 2019% and support for which was ended by Microsoft in January 2020.%¢
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Disclosures of high-severity
vulnerabilities more than double

In 2019, the Trend Micro™ Zero Day Initiative™ (ZDI) program published advisories covering 1,035
vulnerabilities, which were accumulated through collaboration efforts with independent researchers and

vendors that released patches for the vulnerabilities ZDI reported to them.%”

1,500
1,451

1,035

900

Figure 11. The number of published advisories decreased:
Year-on-year comparison of the number of vulnerabilities disclosed via our ZDI program

Source: Trend Micro™ Zero Day Initiative™ program

The number of reported vulnerabilities decreased by almost a third from the previous year. However, it
should be noted that the ones recorded in 2019 were greater in potential impact: Vulnerabilities that were
rated with high severity, based on the Common Vulnerability Scoring System (CVSS), increased by 171%
from the previous year and made up more than half of the total. Critical-severity bugs, on the other hand,

decreased by 64% from 2018 and accounted for only 9% of the published advisories.5®
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Figure 12. High-severity vulnerabilities increased more than twofold:
Year-on-year comparison of the severity breakdown, based on the CVSS,
of vulnerabilities disclosed via our ZDI program

Source: Trend Micro Zero Day Initiative program

Disclosed ICS software-related
bugs decline

In 2019, based on disclosures made via our ZDI program, the number of zero-day vulnerabilities and

that of known or non-zero-day (n-day) vulnerabilities in software used in industrial control systems (ICSs)

dropped by 79% and 11%, respectively, from the previous year.
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Figure 13. Disclosures of ICS software-related zero-day vulnerabilities decreased considerably:
Year-on-year comparison of the number of ICS-related vulnerabilities disclosed via our ZDI program

Source: Trend Micro Zero Day Initiative program
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Most of these flaws were found in human-machine interfaces (HMIs), which serve as hubs for managing
critical infrastructures and monitoring different control systems that directly influence operations. As such,

they can be abused by threat actors in attacks to cause disruptions.

Securing ICS environments is expected in the coming years to become an even more important imperative
for enterprises that have them, as their adoption in the era of the industrial internet of things (IloT) continues
to widen.®® For one thing, the market for supervisory control and data acquisition (SCADA), a subset of
ICSs, is forecast to grow to US$15.2 billion by 2024.%°

Multiple botnet attacks exploit
common loT device flaws

The number of loT devices is expected to grow to 22 billion by 2025.5" The prevalence of these devices
in homes, offices, and cities has afforded people opportunities to take advantage of one of the most
important technologies of the modern era. But as with any widely used technology, cybercriminals have

also turned the loT into a platform for conducting attacks.

Cybercriminals turn to loT devices to take advantage of their often vulnerable state. Because patching
them can be slow and problematic, loT devices tend to be vulnerable for longer than traditional computing
systems. This reality paved the way for the repeated use of old and known IoT device vulnerabilities by

multiple botnets in 2019.

In April, for instance, we reported on a variant of the notorious Mirai malware (detected by Trend Micro as
Trojan.Linux.MIRAL.SMMR1) that uses multiple exploits to target various routers and other loT devices.5?
A month later, we highlighted another Mirai variant (Backdoor.Linux.MIRALVWIPT), which exploits some
of the flaws abused by the former, including an arbitrary command execution vulnerability (CVE-2017-
17215) in Huawei HG532 routers.®

This latter Mirai variant also notably exploited a remote arbitrary command execution vulnerability (CVE-
2016-6277) in Netgear R6400 and R7000 routers. This vulnerability, in turn, is also part of the exploit
arsenal of an Echobot botnet variant that uses more than 50 exploits and targets routers, network-

attached storage devices, security cameras, smart home hubs, and other devices.%

Another pair of botnet variants that was found exploiting a common exploit was Neko and Momentum,
which we reported in July and December, respectively, to have exploited a command execution vulnerability
(CVE-2014-8361) in Realtek SDK-based routers.5%
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Cybercriminals are also known to use brute-force attacks, in which they try out a large number of
consecutive login credential guesses to gain access to unsecure devices. They typically use leaked,
common, or even default usernames and passwords for their brute-force attempts, taking advantage of
many loT adopters’ failure to change and update their devices’ credentials. Based on our telemetry, which
included feedback from third-party routers, the number of events involving brute-force logins in 2019 was

nearly triple the corresponding count in 2018.
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Figure 14. Brute-force logins surged:

Year-on-year comparison of the number of triggered inbound and outbound events involving brute-force logins

Source: Trend Micro™ Smart Home Network solution
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Threats seep through gaps in
supply chains and development
pipelines

Magecart supply chain attacks hit
e-commerce websites

The past year saw a rise in cases of supply chain attacks, or attacks that compromise a service or
organization through an external partner or third-party provider that has access to its data or systems.
And nowhere was this observation more evident than in the attacks tied to Magecart, a consortium of
hacking groups that compromise e-commerce websites usually by going after their third-party shopping
cart systems, such as Magento or OpenCart, to steal customer payment card information. As of October,
Magecart had already compromised, either via supply chain attacks or directly, more than two million

sites.”

Among the Magecart campaigns we observed in 2019, two operations stood out. One of these was a
campaign launched by Magecart Group 12. In January, we found that Magecart Group 12 had infected
277 e-commerce sites — including ticketing, touring, and flight booking sites, and online stores of apparel,
cosmetic, and healthcare brands — by compromising their third-party advertising service. The group
injected skimming code into the service’s JavaScript library, enabling the group to steal the payment

information entered by users on the sites.5®
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Figure 15. Magecart Group 12 compromised e-commerce sites by breaching a third-party advertising service:
The infection chain of Magecart Group 12’s campaign

The other notable card-skimming operation was one that we believe was launched by FIN6. From September
to October, the campaign operated on 3,126 online shops hosted on one of the top e-commerce platforms
in the market. The group injected malicious code into a JavaScript library provided by the e-commerce
platform to their client shops, and this was followed by the loading of another JavaScript file stored on a
cloud storage service. The loaded script was almost an exact replica of a normal JavaScript library but
was subtly integrated with a credit card skimmer. Customers who visited the infected websites, most of

whom were from the U.S., unknowingly submitted their credit card details to an exfiltration server.®®
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Figure 16. FIN6 compromised sites hosted on one of the top e-commerce platforms in the market:

The infection chain of FING’s campaign

The prevalence of supply chain attacks on e-commerce sites underlines the need for website owners
to closely monitor security gaps in the platforms and services that they use and to implement stronger
authentication mechanisms. For their part, users should keep an eye out for red flags when visiting
e-commerce sites, especially since the number of reported cases of victims keeps on growing; in Japan,
the pervasiveness of card skimming in e-commerce sites prompted the government to issue a warning

to users in 2019.7°

Threats to software development tools
and platforms rise

DevOps is a range of tools and cultural philosophies for streamlining software or application release cycles.
This approach has been helpful for organizations that want improved quality, security, and scalability
for software development.”" But while DevOps has given organizations an option for a faster and more
efficient development process, the security aspect of it is sometimes overlooked, allowing threat actors to
take advantage of components in the process with exploits and malicious code. For instance, there can be
a tendency not to hold external parties to the same security standards implemented by the organizations
themselves, which can lead to attacks such as code tampering, a technique often used in supply chain
attacks.” The process DevOps practitioners are operating in should take this and other security issues

into account to avoid system compromise. Threat actors can undermine the development pipeline of an
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enterprise by interfering with a part of its software supply chain, and gaps in DevOps tools and platforms

— such as those observed in 2019 — could enable them to that end.

In June, we spotted an API misconfiguration in the open-source version of the popular DevOps tool
Docker Engine — Community that could allow attackers to compromise containers and run AESDDoS, a
Linux botnet malware variant. The execution of the malware enables attackers to take over the host and
gain remote access to servers and hardware resources.” Also in the same month, the developers of the
widely used container orchestration system Kubernetes disclosed a high-severity vulnerability (CVE-2019-
11246) in its command-line interface. Successfully exploiting the flaw could result in a directory traversal,

enabling an attacker to use a malicious container to create or replace files in an affected workstation.™

In July, we discovered security weaknesses in Jenkins, an automation server also used by practitioners,
that could subject it to attacks. We observed that a user account with insufficient privileges could gain
administrator rights over Jenkins, potentially allowing an attacker to perform RCE on its master machine.
This risk stems from the improper configuration of the automation server’s security settings.” In August,
we also reported about four vulnerabilities that affect Jenkins plugins whose successful exploitation could

lead to the theft of sensitive user credentials.”®

Unsecure Docker hosts were also subjected to a variety of attacks in the past year, including one that
involved cryptocurrency-mining malware, which was uncovered in October. Targeted hosts that lacked
authentication measures were infected with the malware. This incident resulted in the infection of more

than 2,000 Docker hosts by a worm that discreetly used them to mine Monero.”

Poor software development practices can allow attackers to compromise DevOps tools and platforms,
with the potential damage extending to organizations’ physical, virtual, cloud, and container environments.
As illustrated by two of the aforementioned examples, improper configuration of security settings could
lead to system compromise. In addition, attackers could infect systems if the integrity of the source code,

compiler libraries, and binaries, among others, are not properly maintained and cross-validated.”
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Threat actors enhance stealth
with crafty components

Fileless threats become common
occurrence

Threats that abuse fileless components differ from traditional malware because in their case malicious
software or executables are not a prerequisite for infecting a system. Rather, these threats rely on
legitimate system administration or penetration testing tools, such as PowerShell, Windows Management
Instrumentation (WMI), AutoHotKey, and PsExec, to remain under the radar. Be that as it may, we are able
to detect fileless threat-related activities by tracking non-file-based indicators and through technologies
like endpoint investigation and response, which can monitor events and analyze what processes or events

are triggering malicious activity.”™

In the past year, we blocked more than 1.4 million fileless events. This large number affirmed our prediction
for 2019 that threat actors would increasingly “live off the land,” or take advantage of a machine’s built-in

applications and tools for their attacks to evade detection.®°

800K

710,733

693,871

600K

2019 [ E

Figure 17. More than 1.4 million fileless events were blocked:
Half-year comparison of the number of fileless events blocked in 2019

Source: Trend Micro Smart Protection Network infrastructure
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This was hardly surprising, especially since numerous malware campaigns were observed using fileless
components in their attacks. These campaigns used fileless components in evasion methods, persistence

mechanisms, and payload downloading and execution, among other stages of their attack chains.

In March, a campaign targeted three Brazilian banks to access users’ banking accounts and steal
personally identifiable information gathered from their visited websites and recorded machine credentials,

which can be further abused or sold. The campaign used PowerShell to download a banking trojan.®'

In August, we uncovered GhostMiner, a fileless cryptocurrency-mining malware variant that weaponized
WMI objects for its fileless persistence, payload mechanisms, and antivirus-evasion capabilities.
Previously, the variant was observed exploiting multiple flaws in Microsoft SQL Server, phpMyAdmin, and

Oracle WebLogic Server to compromise vulnerable servers.®

The following month, Emotet reemerged after a brief hiatus and targeted English-, German-, Italian-, and
Polish-speaking users with a spate of spam emails. These emails came with Microsoft Word document
attachments embedded with a macro that, if enabled, runs a PowerShell script that downloads the Emotet
malware from compromised websites.® In the same month, we reported on the Purple Fox downloader
malware, which we observed abusing PowerShell — its first recorded use of the framework — for its

fileless infection capabilities.®*

Another notable campaign that integrated fileless components into its attacks was KovCoreG. In October,
we observed the campaign running a PowerShell script to disable Windows Defender and Windows
Update processes. PowerShell was also used by KovCoreG to filelessly execute Novter, which performed

anti-debugging and anti-analysis checks, among other backdoor commands.#

Targeted attacks intensify use of
complex routines

In targeted attacks, threat actor groups actively pursue and compromise their target entities’ infrastructures
while remaining unnoticed. Threat actor groups accomplish this by employing tactics, techniques, and

procedures (TTPs) that allow them to ensure their attacks continue beyond initial network penetration.

In 2019, we observed a pair of notable threat actor groups that used complex TTPs for cyberespionage:
Tick and APT33. For its “Operation Endtrade,” Tick deployed attacks on industries that deal with highly
classified information, particularly defense, aerospace, chemical, and satellite industries with head offices
in Japan and subsidiaries in China. Our analysis revealed that the group was still using compromised
legitimate email accounts, previously deployed malware, and tools for obfuscation. However, Tick turned
out to have improved its arsenal by including new malware families capable of detection and termination

of antivirus products, scanning of operating system code pages to check if they use the language Tick
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was targeting, escalation of administrative privileges for succeeding attacks, and collection of proprietary

information and classified data.2® &

{masked}EXE.pdf FortiAvat.exe

— o
Hash host volume info
and verify with C&C
© userTLO O Execute and Usually a
to drop connect to C&C o legitimate site
cmd.exe Download encrypted backdoor and use AES to decrypt the backdoor
e Execute
mscoree.dll schost.exe
Inject shell code Connect to C&C
into svchost.exe

Figure 18. Tick used malware variants that terminated antivirus products:
Attack chain of ABK and BBK, downloaders used by Tick

Note: TICK’s complete attack chain, mapped using the MITRE ATT&CK™ framework, is included in the
“Threat Landscape in Review” section of this report.

As for APT33, we observed the group using about a dozen live command-and-control (C&C) servers
for extremely narrow targeting. APT33 put up multiple obfuscation layers to run these C&C servers in
hopes of deploying malware campaigns against organizations based in Asia, the Middle East, and the
U.S. Our analysis indicated that APT33 took a great deal of care to cover their trails. The C&C domains
were usually hosted on cloud hosted proxies, and these proxies relayed URL requests from infected bots
to back-ends at shared web servers that might host thousands of legitimate domains. The back-ends
reported data back to an aggregator and a bot control server that was on a dedicated IP address. APT33

connected to these aggregators using a VPN with exit nodes that were changed frequently, and used the

VPN connections to issue commands to and collect data from the bots.%8
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Figure 19. APT33 used a VPN with frequently changed exit nodes: How APT33 used a VPN
Note: APT33’s complete attack chain, mapped using the MITRE ATT&CK framework, is included in the

“Threat Landscape in Review” section of this report.
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Malicious actors continue
branching out into mobile
and other platforms

Android malware blights official
app store

Mobile devices, specifically those running on the Android operating system, remained dependable targets
for threat actors in 2019. While the number of malicious Android apps that we blocked decreased from
the first half of the year to the second, the total for 2019 was still sizable, at nearly 60 million. This further
emphasized cybercriminals’ reliance on attacking mobile devices for stealing credentials, deploying

malicious advertisements, and cyberespionage, among others.
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Figure 20. Nearly 60 million malicious Android apps were blocked:

Half-year comparison of the number of malicious Android apps blocked in 2019

Source: Trend Micro Mobile App Reputation Service

One of our biggest mobile threat stories in 2019 involved several malicious Android apps that had been
downloaded by users a million times. These apps, which posed as beauty camera apps on the official

Google Play app store, were found capable of accessing remote ad configuration servers, which could
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then be used for malicious purposes. In our analysis of malicious samples, we found that it was difficult
to see red flags in the apps. One of the samples created a shortcut after being launched, but it managed
to hide its icon from the app list. This technique made it all but impossible for users to uninstall the app,

especially since they would not be able to find it, let alone delete it.2°

Another interesting development that we observed in 2019 was the rising number of mobile cyberespionage
campaigns, signifying that threat actor groups had also been turning their attention to attacking mobile
devices. In the past year, we counted 30 such campaigns, including ones carried out by Poison Carp,®
Rana,®" and, most notably, MuddyWater, a notorious cyberespionage group with a history of targeting
organizations in Middle Eastern and Asian countries. Our analysis of MuddyWater activities, in particular,
led to the discovery of its connections to four Android malware variants that posed as legitimate apps,®

which were found equipped with information-stealing capabilities.®®
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Figure 21. Mobile cyberespionage campaigns continuously increased over the last five years:
The number of mobile cyberespionage campaigns from 2015 to 2019

Sources: Trend Micro Mobile App Reputation Service and analysis of externally sourced data

Threats break into iOS and macOS

Apple’s operating systems — iOS for its smartphones and tablets, and macOS for its desktop and laptop
computers — have long been considered highly secure, with the company making continuous efforts to
introduce new system protections.®* % However, malicious actors have also been relentless in breaking

the security of these devices, churning out threats in 2019 to help them accomplish that goal.

Last year, we found the operators of XLoader, a predominantly Android-targeting malware variant,
deploying a scheme that tricked users into installing a malicious iOS configuration profile to steal data
from iPhone and iPad devices.*® We also observed threat actors using an iOS URL scheme that could

subject users to privacy violation, bill fraud, and exposure to pop-up ads.®”
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Another of our key iOS threat discoveries involved hundreds of gambling apps that were cloaked in
legitimate-sounding names to get past the review process for inclusion in Apple’s App Store. Interestingly,
some of the apps ranked in the top 100 list of the App Store, including ones that had been rated more
than 100,000 times.%

The macOS threats we uncovered involved vulnerabilities and malware variants. CVE-2019-8519, a
vulnerability in the graphic drivers installed in macOS Mojave 10.14.3, could allow access to restricted
information since it leads to a buffer overflow or segmentation fault.*® CVE-2019-8635, meanwhile, could
enable an attacker to implement privilege escalation and execute malicious code on a macOS device with

root privileges.®

We also spotted a macOS malware variant that spoofed trading apps to lure victims and steal their personal
data.”™ And we discovered a macOS backdoor, attributed to the cybercriminal group Lazarus, that had
been deployed against Korean-speaking users through macro-embedded Microsoft Excel spreadsheets.

The backdoor was found capable of uploading and downloading files, among other malicious functions.%

Another notable macOS malware from 2019 was Shlayer, which uses steganography — the practice of
hiding code within non-secret text or data — in using low-level manipulation of an image file to conceal
a script code that downloads adware.’ Shlayer was also discovered being dropped alongside another
macOS malware variant, Tarmac, in a scheme that tricked users into downloading bogus software

updates.’%*
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Figure 22. Shlayer was the most detected macOS malware family:

Distribution of the top macOS malware families detected in 2019

Source: Trend Micro macOS sample database

Based on our in-house database where macOS samples are processed and analyzed, Shlayer was the
top macOS malware family in 2019, with more than 36,000 unique detections, nearly 30,000 of which

were in the U.S.
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Multilayered security remains
Most effective defense against
threats

Complex and persistent threats have pervaded the cybersecurity landscape. Collectively, these threats
are remarkably industry-, platform-, and device-agnostic, and can effectively take advantage of gaps
in new as well as old systems. Enterprises, in particular, must therefore reexamine how they implement

cybersecurity and fortify their defenses accordingly.

An approach that puts forth a multilayered security strategy is best suited for enterprises dealing with
threats that could result in operational disruption, reputational damage, and financial loss. A wide range of
security technologies that are functional, innovative, convenient, and cost-efficient can help address the
different needs of enterprises. Enterprises should choose solutions that can detect malicious activities
in gateways, networks, servers, and endpoints using a mix of detection technologies, such as machine
learning, behavioral monitoring, sandboxing, and intrusion prevention. An integrative, attack-centric

detection and response solution can also be of great help.'%

Enterprises should couple their use of multilayered security with industry best practices. Enterprises can
stay protected from ransomware attacks by adopting a set of practices that includes creating an effective
backup strategy, implementing network segmentation to prevent attackers from accessing parts of the
network and corresponding assets in the event of an attack, and monitoring and auditing network traffic

for any anomalies or suspicious behaviors.

To reduce the risk of falling victim to messaging threats like phishing and BEC, enterprises should regularly
implement security awareness programs. Inculcating members of the organization with habits such as
checking emails for grammatical errors and spelling mistakes, examining the email sender’s display name,
and verifying emails that request sensitive information and fund transfers can go a long way toward

thwarting messaging threats.
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Enterprises should also monitor vulnerabilities and misconfigurations not only in their own platforms
and frameworks but also in their third-party providers’. Regularly checking systems across the board
for flaws and errors can help keep enterprises safeguarded from threats that exploit external partners.
Enterprises should also ensure that their systems and applications are updated to the latest versions
to forestall threats that rely on critical vulnerabilities. For a more efficient patch management process,
enterprises should consider adopting virtual patching, which can provide protection against threats that

exploit vulnerabilities in outdated operating systems that are no longer being provided with security fixes.

Further, enterprises should keep a regular check on high-privilege software, particularly development tools.
To protect these tools from abuse, administrators should always update and strengthen their credentials.
Using multi-factor authentication and implementing the principle of least privilege are just a couple of the
practices that can shield networks from attacks that rely on compromised tools. Such practices should

also be adopted by users for their own computers, smartphones, tablets, and other connected devices.
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Threat Landscape in Review

In 2019, the Trend Micro™ Smart Protection Network™ infrastructure blocked more than 52 billion threats,

effectively protecting enterprises and users from a multitude of email, file, and URL threat components.
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Figure 23. Blocked malicious URLs slightly increased, while blocked email threats and malicious files dropped:
Half-year comparison of the numbers of email, file, and URL threats blocked in 2019

Source: Trend Micro Smart Protection Network infrastructure

Despite their relatively low number, the new ransomware families detected in the past year included

several that exhibited fine-tuned capabilities from their predecessors or entirely new behaviors.
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Table 2. 95 new ransomware families were seen: New ransomware families detected in 2019

*Note: A different ransomware family has the same name.

Sources: Trend Micro Smart Protection Network infrastructure and analysis of externally sourced data

TOTAL

20,795,438

H PDF 25.4%
H XLS 21.8%

m DOC 13.1%
B HTML 10.4%
B XLSX 4.7%

H RAR 1.6%
® SCR 0.4%
B PIF 0.3%

m Others 1.8%

PDF was the most used file type for spam attachments in our dataset, followed immediately by XLS.

Notably, PDF was just behind XLS in 2018.

Figure 24. A quarter of the attachments in detected email threats were PDFs:

Distribution of file types used as attachments in spam emails detected in 2019

Source: Trend Micro Smart Protection Network infrastructure

One of our security predictions for 2019 forecast an increase in digital extortion schemes, particularly
sextortion.'® The substantial number of sextortion-related spam emails we detected in 2019 — more than

14 million — supported this prediction.
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Figure 25. The number of sextortion-related spam emails decreased from the first half of the year to the second,
but the total exceeded 14 million: Half-year comparison of the number of detections of sextortion-related

spam emails in 2019

Source: Trend Micro Smart Protection Network infrastructure

We observed a 52% increase in exploit kit activities in 2019, suggesting that exploit kits were still being

actively used by threat actors.
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Figure 26. Exploit kit activities increased:
Year-on-year comparison of the number of instances of blocked access to URLs hosting exploit kits

Source: Trend Micro Smart Protection Network infrastructure

GrandSoft was the most detected exploit kit in 2019, with more than 280,000 detections, accounting for

nearly half of the total. It overtook Rig, which was the most detected exploit kit in the previous year.
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Figure 27. Grandsoft overtook Rig to become the most detected exploit kit:

Year-on-year comparison of instances of blocked access to URLs hosting specific exploit kits

Source: Trend Micro Smart Protection Network infrastructure

Exploit kits still abused old and known vulnerabilities to deliver their payloads, highlighting the need for

organizations to regularly patch and update their systems.

Vulnerabilities

Exploit kit X Ransomware delivered
exploited

CVE-2018-4878

GrandSoft | o\ e 5018-8174

Ri CVE-2018-4878 Aurora, Buran, Crysis, Dharma, Eris, GandCrab,

9 CVE-2018-8174 GetCrypt, Nemty, Paradise, Sodinokibi, Vegal.ocker
CVE-2019-0752
Magnitude CVE-2018-4878 Magniber

CVE-2018-8174

CVE-2018-15982
Fallout CVE-2018-4878
CVE-2018-8174

GandCrab, Hermes, Maze, Medusa, Paradise,
Sodinokibi

CVE-2018-15982

Spelevo CVE-2018-8174

Crysis, Maze, Shade, Troldash

Table 3. Exploit kits continued to abuse old and known vulnerabilities:
The top five exploit kits in 2019, the vulnerabilities they exploited, and the ransomware they delivered

Source: Trend Micro Smart Protection Network infrastructure

The number of disclosed vendor vulnerabilities dropped by 29% from the previous year. Microsoft was
the vendor with the most reported vulnerabilities, totaling 190, with Adobe not far behind, with 166. Foxit,
Apple, and Google had 70, 60, and 4 vulnerabilities, respectively.
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Figure 28. Disclosed vendor vulnerabilities decreased:
Year-on-year comparison of the numbers of disclosed vulnerabilities of selected software vendors

Source: Trend Micro Zero Day Initiative program

Botnets continued to be active in 2019, with our detections of botnet connections totaling just under 1.7
million, a figure that is virtually the same as the corresponding count from the previous year. The number

of botnet C&C servers we detected practically did not change from the previous year as well, at nearly

15,000.
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Figure 29. Botnet connections and C&C servers plateaued:
Year-on-year comparison of the numbers of detections of botnet connections and botnet C&C servers

Note: Botnet C&C servers were unique and active C&C servers that endpoints queried or connected to,
while botnet connections were unique endpoints that queried or connected to C&C servers.

Source: Trend Micro Smart Protection Network infrastructure

Telnet default password login remained the most triggered event in 2019, yielding close to 600 million
counts. The persistence of this event further highlighted the need for changing, updating, and strengthening

device credentials.
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Figure 30. Telnet default password login remained the most triggered event:
Distribution of top inbound and outbound events in smart home networks in 2019

Note: Events were when rules were triggered for activities or behaviors from malicious, gray, and
potentially unwanted applications, and were indicators that an attack might happen. Possible attacks
were events closely related to threat activity.

Source: Trend Micro Smart Home Network solution

Attacks that attempted to exploit old vulnerabilities still posed significant risks to users and enterprises.
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Figure 31. Old vulnerabilities for which patches had long been issued continued to pose security risks to
organizations: Distribution of the top filters triggered in 2019 based on feedback from the

Trend Micro™ Deep Security™ solution
Note: Filters were triggered when intrusion attempts exploiting the corresponding vulnerabilities were blocked.

Source: Trend Micro™ Deep Security™ solution
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78,261,286

Digium Asterisk SIP buffer
overflow vulnerability

CVE-2017-14100 (Digium Asterisk
command execution vulnerability)

CVE-2009-2532
(Microsoft Windows SMB v2)

CVE-2018-8414
(Microsoft Windows)

CVE-2014-0224
(OpenSSL)

CVE-2015-8562
(Joomla)

Microsoft Windows Server CLDAP
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Figure 32. The filter for a buffer overflow vulnerability was the most triggered: Distribution of the top filters triggered
in 2019 based on feedback from the Trend Micro TippingPoint® Threat Protection System solution
Note: Filters were triggered when intrusion attempts exploiting the corresponding vulnerabilities were blocked.

Source: Trend Micro TippingPoint® Threat Protection System solution

Our research on Operation Endtrade showed the sophistication of Tick’s TTPs against organizations in

China and Japan.

Tactic Technique ID Description
Spear-phishing attachment T1193 Used to deliver first-stage
malware
Initial access
. . Used for initial intrusion on
Supply chain compromise T1195 subsidiaries
Exploitation for client T1203 Used to exploit CVE-2018-0802
execution and CVE-2018-0798
Command-line interface T1059 Used by some m odified tools for
command-line interface
Scheduled task T1053 Used to execute malware
Execution Scripting T1064 Used VBScript
Signed binary proxy Used to execute malicious files
. T1218 . )
execution and evade antivirus detection
. Used publicly available tools
Third-party software 1072 during attacks such as RAR
User execution T1204 Used for initial infection
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Tactic

Technique

Registry run keys/Startup

Description

Used to add themselves to

Persistence folder 1060 registry run key
Sl caslE e User Agcount Control (UAC) T1088 Us.,ed UAC bypassing tool for
bypassing Windows 10
. . Used to add junk data and expand
Binary padding T1009 the file size
. Used UAC bypassing tool for
UAC bypassing T1088 Windows 10
Disabling security tools T1ogg | Used toattempt termination of
antivirus process
_ Deobfuscation/Decoding of T1140 Used TSPY_LOADVBS to execute
Defense evasion files or information encoded command
File deletion T1107 Used to delete files after use
Masquerading T1036 Used 'rlght—to—left override (RTLO)
technique
L Used by Casper to inject
P t T1
rocess Injection 055 backdoor’s shell code
Scripting T1064 Used VBScript
Credential access Credential dumping T1003 Used Mimikatz
Account discovery T1087 Used ne.t utility for internal
reconnaissance
) . . A h fol to fi
File and directory discovery T1083 cce?ssed. S .ared © glers o find
confidential information
Discovery Software discovery T1518 Enumerated installed software
System information Used to collect volume serial ID
; T1082 . .
discovery and other system information
TR ETVERSION t
System service discovery T1007 U'sed 0JG .S ON'to
discover system service
Copied malware to remote
Remote file copy T1105 desktop via Windows admin
shares
Lateral movement
Copied malware to remote
Windows admin shares T1077 desktop via Windows admin
shares
Used a trojan to perform series of
Automated collection T1119 discovery techniques and save it
to a text file
Data from local system T1005 Collected data from both local and
Collection network shared drives
Data from network shared Collected data from both local and
: T1039 .
drive network shared drives
Screen capture T1113 Possibly stolen RAR file contained

desktop screen capture image
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Tactic Technique ID Description

Commonly used port T1043 Used ports 80 or 443
Custom cryptographic Used for downloaded/sent-back
T1024
protocol data
st s T1132 Used for downloaded/sent-back
data
Data obfuscation T1001 Used for downloaded/sent-back
data
Command and Remote access tools T1219 Used various RAT families
control _
Femsie e ey T1105 Used to download files in C&C
server
Standard application layer Used to communicate with remote
T1071
protocol C&C server
Standard cryptographic T1032 Used AES
protocol
Web service T1102 Used ’.co compromise legitimate
web sites as C&C servers
Exfiltration over command- T1041 Possibly sent collected data to
and-control channel attacker via C&C channel
Exiltration Data compression T1002 Used password-protected RAR
Data encryption T1022 Used password-protected RAR

Table 4. Tick employed a sophisticated attack chain: Tactics and techniques used in Tick’s Operation Endtrade,
plotted on the MITRE ATT&CK™ for Enterprise matrix'®”

APT33, another threat actor group that we observed in 2019, launched attacks on organizations across

three continents that were notable for obfuscating multiple botnets to cover its tracks.

Tactic Technique ID Description

Sent spear-phishing emails

Spear-phishing link ez containing links to HTA files

Initial access
Used valid accounts for initial

Valid accounts T1078 L .
access and privilege escalation

Attempted to exploit a known
T1203 vulnerability in WinRAR (CVE-
2018-20250)

Exploitation for client
execution

Used PowerShell to download
PowerShell T1086 files from the C&C server and run

Execution . .
various scripts

Lured users to click links to
malicious HTML applications
delivered via spear-phishing
emails

User execution T1204
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Tactic Technique ID Description
Reqistry run kevs/Startu Deployed several malware variants
Persistence gistry 4 P T1060 using both registry run keys and
folder -
startup folder of victims
Created a scheduled task to
Privilege escalation Scheduled task T1053 execute a VBE file multiple times
a day
Execution guardrails T1480 Used klI.I dates |f1 their malware to
guardrail execution
Defense evasion
f ted fil
.Ob usca' ed files or T1027 Used Base64 to encode payloads
information
Brute force T1110 Used password spraying to gain
access to target systems
Credential access Used a variety of publicly available
. . tools, such as LaZagne, Mimikatz,
Credential dumping T1003 BrprEsnEel, St 2res, A
ProcDump, to dump credentials
Used SniffPass to collect
Discovery Network sniffing T1040 credentials by sniffing network
traffic
: Downloaded additional files and
Lateral movement Remote file copy T1105 programs from the C&C server
Commonly used port T1043 Used port 443 for C&C
Data encoding T1132 Useg Base64 to encode C&C
traffic
Command and Standard application layer T1071 Used HTTP for C&C
control protocol
Standard cryptographic T1032 Used AES for encryption of C&C
protocol traffic
Uncommonly used port T1065 Used ports 808 and 880 for C&C
Data compression T1002 Us-ed WInR.AR t.o compress data
prior to exfiltration
Exfiltration
Exfiltration over alternative T1048 Used FTP to exfiltrate files

protocol

(separately from the C&C channel)

Table 5. APT33 used multiple C&C-related techniques: Tactics and techniques used by APT33,
plotted on the MITRE ATT&CK for Enterprise matrix'%
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Trend Micro Research remained at the forefront of discovering new threat techniques and developing
innovative cybersecurity technologies in 2019. One of our most compelling discoveries came from our
analysis of vulnerabilities in radio frequency (RF) remote controllers, which are widely used in manufacturing,
construction, transportation, and other industrial applications. Our research revealed that RF remote
controllers made by several popular vendors lacked security features, and their exploitation could lead to

theft, extortion, sabotage, and injury, among other consequences.'®

We also developed tools that examined data and case studies on Twitter to see how social media could
aid in the gathering of actionable threat intelligence. In our study, we proved that the vast amount of
information on social media makes it a viable platform for acquiring strategic and operational threat

intelligence.?

We also emphasized the importance of the application of machine learning in threat detection with our
research on the technology. In two studies conducted with researchers from Federation University Australia,
we demonstrated the use of machine learning, specifically the generative adversarial autoencoder model,
in the detection and analysis of malware given a small dataset or even only a single malware sample.'"" 112
Further, we demonstrated our innovative use of machine learning through the development of a model
that uses two training phases to improve detection rates and reduce false positives. Called TrendX Hybrid

Model, this model not only identifies malware variants but also predicts their behavior.'"®
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